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Fake host architecture for RMM
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Builds and runs the
program natively

Facilitates development of
architectureindependent
parts of RMM on the host

Not intended to support
multi-thread

Cannot execute AArch64
assembly

Emulation for AArch64
exceptions is limited

libc implementation in
RMM cannot be verified
with this architecture.

arm



host platform components

-- plat/ contains subdirectories for all the different platforms.

- fvp/ & host/
- common/ contains common components for all the platforms, such

as platform setup.

-~ host/ is the home for the fake_host architecture. It can support
different variants
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fake host harness mechanism
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granule_map()

| buffer.c l

lib/realm

buffer_arch_map()

host_buffe

—

plat/host/host_build

[ host_harness.c J

| arch_map()

Common component
[]Piatform component

.Architectural component

______ 1
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fake host harness mechanism

<host harn

*buffer arch map( buffer slot slot,
addr,

return host buffer arch map(slot, addr, ns);

buffer arch unmap( *buf)

return host buffer arch unmap(buf);

fake_host fvp
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Sysreg access emulation on fake host

Callbacks for sysreg access

-~ Provides support to install callback functions
that will be called upon sysreg access

e Separate callbacks for read and write access

setup sysreg and boot manifest| 1

e Ability to configure a default (reset) value for the
register.

host util set default sysreg chi{"i pdmmfrd ell”,
ID AAGAMMFRE EL1 PARANGE, 5UL));

host util set default sysreg cb{"ich wi 2"
ICH VTR ELZ PRE BITS, 5SUL));

host util set defawlt sysreg cb t 12", 6UL};

't manifest-=version =

boot manifest-=plat data =
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Sysreg access emulation on fake host
Callbacks for sysreg access

( name, reg name)

register t name (

1 host read sysreg
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read_sctir_el2()

[ host_harness_cmn.c ]

host_read_sysreg("sctlr_el2")

i

Register value

host_util_get sysreg_ch("sctir_el2")

sysreg_cb*

Returns @ if
there are no
callbacks
installed

host_utils.c [Installed callback)

Resturns a NULL
peinter it there
are no callbacks

on
|
|

Register value

See host_utils.hand host_utils.c

arm



Fake host build and run

Wed Nov 16 18:24:48 @ 9.7°C E ] 100% +

Tilix: javalm01@e121835: ~

recordmydesktop --no-sound &
recording window is set to:
19 ¥

Width:192 1
GNOME Shell

ly produce faulty results).
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Unittest framework on RMM

fake_host host_test
D .
platform variant

Component

Unit test
EE S

TF-RMM Unit
M k T
pp Framework v\
/
CppUTest
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Unittest framework on RMM

Components: CppUtest Framework

-- C/C++ base unit xUnit test framework for unit testing

e Simple in design and, more importantly, in use

e Portable

e Built with test driven mentality for test driven development

e Added as a git submodule. Automatically linked when the host_test variantis chosen.

e For more information: http://cpputest.github.io/
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http://cpputest.github.io/

Unittest framework on RMM

Components: test_helpers.h

-- Collection of APIs to assist with the tests.
e Very limited at the moment, can be expanded as needed

test platform setupl
test get platform nr granules|
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Test example

Granule test module

-- Include a "tests" directory to hold all the
tests for a given library along with
ancillary sources.

-- granule.c is part of lib/realm
(src/granule.c), therefore granule.cpp will
be inside the "tests" directory for

lib/realm

- We are only interested in the public API for this
component

-- CMakelists.txt needs to add support to
build and run the tests
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v lib
» allocator
» arch
» asc

» aktestation

» Common

> debug

* gic

» libc

» measurement

« realm

» include
? SIC
~ [ests

buffer.cpp

granule.cpp

realm_kesk_utils.c
realm_kest_utils.h
test_harness.c

CMakeLists.txt

> rmm_el3_ifc
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Test example

Granule test module

rmm build unittesti granule
TARGET rmm-1ib-realm
SOURCES "te 1

rmm build unittest( slot buffer
TARGET rmm-Llib-re
SOURCES

16 © 2022 Arm

random seed = 8;

random seed == @

test platform setup(
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Test example

Granule test module

random seed = 8;
random seed == @
test platform setup(

host set cpuid(eu);

)time(
srand(random_seed};

memset

test get platform nr granules());
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Test example

Granule test module

(granule, find granule TC1)

jranule pected granule = get granule struct();
granule ind get rand in ra

address = (g

granule;

ected granule += granule index;
granule = find granule(add

(granule, find granule TC2)

(granule
(granule-=

addr = get rand granule addr();
addr += get rand in range(l, GRANULE SIZE - 1);
granule = find granule(add i

, granule);
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Test example

Test harness

» allocator

> arch lib/realm plat/host/host test

» asc
» attestation
test harness.c test harness.c

> common

» debug granule_map()
» gic
» libc

» measurement host|buffeq grch map()
~ realm tefpt_buffer] map() |

* include r
? sIC

~ tesks
tesks e T

buffer.cpp o e o
granule.cpp - - - - — - - - _|_ T

buffer_arch_map()

[x¥]

DCDF‘I"I mon component
I:lPIatfnrm component

-Architectural component

realm_test_utils.c

realm_test_utils.h

test_harness.c
CMakelLis

> rmm_el3_ifc
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Example of use

Building and running the tests

Wed Nov 16 18:27:34 & 9.7°C v o) il 100% ¥
Tilix: javalmo01@e121835: ~

recordmydesktop --no-sound &

Initial recording window is set to:

Height:

is

produce faulty results).




Example of use
Test logs

-- Test results and logs are stored in

<build_dir>/Testing/Temporary/LastTest.log
-- If LOG_LEVEL is enabled (> 0), the file can be

very long
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Translation tables state:
Max allowed PA: OxFfffffffffff
Max A: Ox0
Max A Oxffff - Estimated (transient region)
Max : 2 axffffffffffffffff
up level: 3
Entries @initial lookup level: 16
ed @ tables out of @ (spare: @)
[LV3] VA:oxffffffffffffoo00 size:0x1000
[Lv3] (15 invalid descriptors omitted)
xlat tables configured for CPU[14]
WEDE
VA:exfFfFffffffffoee® PA: TRANSIENT size:0x10000 granularity:0x1000

Translation tables state:
Max allowed PA: @Oxffffffffffff
Ox0
axffff - Estimated (transient region)
Max mappe OxFFffffffffffffff
Initial lookup Le 3
Entries @initial lookup level: 16
Used @ tables out of ©® (spare: 8)
[LV3] VA:axffffffffffffoee0 size:0x1006
[Lv3] (15 invalid descriptors omit
xlat tables configured for CPU[15]

7 ran, 4422 checks, ® igno , 22 filtered out, 10 ms)

d of output=>
t time = 37.10 sec

end time: Aug 19 14:18 BST
: 00:00:37

End testing: Aug 19 14:10 BST
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Coverage Report (WIP)

GCC Code Coverage Report

Directory: lib/realm/ Exec Total Coverage
Date: 2022-11-11 17:34:15

“overage: [BWA=I0%| medium: = 75.0% |high: = 90.0%

ist of functions

| __File | = Limes | Functlons Branches
include/granule.h 1 95.3%  82/86 100.0%

156

157 ” src/granule.c _ 35/ 40
158 * Find a set of granules and lock them in order of their address.

159 N

160 * @granules: Pointer to array of @n items. Each item must be pre-populated

161 * ->addr set to the granule's address, and ->state set to

162 * the expected state of the granule, and ->g_ret pointing to Generated by: GCOVR (Version 5.2)
163 . a valid 'struct granule **. S
164 - This function sorts the supplied array in place.

165 * @n: Number of struct granule set in array pointed to by @granules

166 N

167 * Returns:

168 . True if all granules in @granules were successfully locked.

169 N

170 . False if any two entries in @granules have the same -»addr, or

1m * if, for any entry in @granules, any of the following is true:

17 . - entry->addr is not aligned to the size of a granule

173 . - entry-saddr is out of range

174 * - the state of the granule at entry->addr is not entry->state

175 . struct granule *granule;
176 * Locking only succeeds if the granules are in their expected states as per the

177 * locking rules in granule_types.h.

178 N

179 * If the function succeeds, for all items in @granules, ->g points to a locked

180 * granule in ->state and *->g_ret is set to the pointer value.

181 N

182 * If the function fails, no lock is held and no *->g_ret pointers are

183 * modi fied.
184 */

185

186 unsigned Long n)

‘fﬁi'***'t***'****"K**'****t***'t***'****1***'****'****'***'****'***'

* TEST CASE 1:
*

* Verify the granule address for a valid physical address.
*i***it***i****i***'****t***tt***i****i***i******************i***ilf

197 /* Check for duplicates */

1
1
1
1
1
1

m ¥ 1

addr_to_granule() asserts if the addr is a NULL pointer, if the
alignment is not correct or if the address is outside of the valid
range, so skip these tests.

SERERES88I8SRECESEBRIRRR

213 return true;

B 187
215 a0
216

218 ¥

return false;
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-- For more information: https://tf-rmm.readthedocs.io/en/latest/
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https://tf-rmm.readthedocs.io/en/latest/
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