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TF-RMM fake_host
architecture
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Fake_host architecture for RMM

Builds and runs the 
program natively

Facilitates development of 
architecture independent 
parts of RMM on the host

Not intended to support 
multi-thread

Cannot execute AArch64 
assembly

Emulation for AArch64 
exceptions is limited

libc implementation in 
RMM cannot be verified 
with this architecture.
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host platform components

plat/ contains subdirectories for all the different platforms.
• fvp/ & host/
• common/ contains common components for all the platforms, such 

as platform setup.

host/ is the home for the fake_host architecture. It can support 
different variants
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fake_host harness mechanism
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fake_host harness mechanism

fake_host fvp
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Sysreg access emulation on fake_host
Callbacks for sysreg access

Provides support to install callback functions 
that will be called upon sysreg access

• Separate callbacks for read and write access

• Ability to configure a default (reset) value for the 
register.
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Sysreg access emulation on fake_host
Callbacks for sysreg access

See host_utils.h and host_utils.c
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Fake_host build and run
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TF-RMM Unit Test 
Framework
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Unittest framework on RMM
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Unittest framework on RMM
Components: CppUtest Framework

C/C++ base unit xUnit test framework for unit testing

• Simple in design and, more importantly, in use

• Portable

• Built with test driven mentality for test driven development

• Added as a git submodule. Automatically linked when the host_test variant is chosen.

• For more information: http://cpputest.github.io/

http://cpputest.github.io/
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Unittest framework on RMM
Components: test_helpers.h

Collection of APIs to assist with the tests.

• Very limited at the moment, can be expanded as needed
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Test example
Granule test module

Include a "tests" directory to hold all the 
tests for a given library along with 
ancillary sources.

granule.c is part of lib/realm 
(src/granule.c), therefore granule.cpp will 
be inside the "tests" directory for 
lib/realm
• We are only interested in the public API for this 

component

CMakelists.txt needs to add support to 
build and run the tests
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Test example
Granule test module
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Test example
Granule test module
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Test example
Granule test module
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Test example
Test harness
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Example of use
Building and running the tests
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Example of use
Test logs

Test results and logs are stored in 
<build_dir>/Testing/Temporary/LastTest.log

If LOG_LEVEL is enabled (> 0), the file can be 
very long
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Coverage Report (WIP)
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For more information: https://tf-rmm.readthedocs.io/en/latest/

https://tf-rmm.readthedocs.io/en/latest/
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Thank You
Danke

Gracias
Grazie
谢谢

ありがとう
Asante
Merci

감사합니다
धन्यवाद

Kiitos
شكرًا

ধন্যবাদ
תודה
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